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Model of runtime memory leak detection
based on the virtual machine introspection
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Abstract: Virtualization technology has been widely used in the field of cloud computing and data center, and it is an
important way to improve reliability of system under the virtual computing environment using runtime memory leak de-
tecting to eliminate memory leaks. A model of runtime memory leak detection based on the virtual machine introspection
and an approach to predication on memory leak were proposed. The prototype system of the model was designed and im-

plemented. By analyzing and evaluating effectiveness and performance of the prototype system, the results show that

these models and methods can effectively detect memory leaks, and have better performance.
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AER G INBLX AR FER LG, AR B OK
WA LA AT B8, WIRF AN B B i 20 e I ]
7 FH S R TR R /N

[FIRE, AT IR NI, A G0 B
AT HT R S8 A RS S 1RO AT
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W SE B 5, AR TIE B TA) R Y, i R X A
RSS2/ G B P IREAN R WA ] s
it (PLeak, probably leak), 75 Wi% P 17 X %
€ KM -

M 2RI YEE S PLeak, WL EIXANA
AN G 1) 43 BO IS 18] R 4wy sF|), - DA SE 4 A A XA
PRBERT B o AN B e FOR AR A Al SE I Y ok
2, WA N AR 5 o

DAL A I AR T8 o R #A T4, AL
AR > H e )t 0 G AT HfIA, DREAR P 1
BATPEREIEA S BRI 50 o
42 JRBEIRGIER

ALY SE I A AE RE UM FEAUNLE B35 N A
WIFFIA N AEM . %7 EAN R T SCER[4] 7,
WAE T Purify. SafeMem 253045 18 77 9%, %
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KHERNIZAT R RN B AT o, BT
H A8 AL 30 5 g ) R AU AL A B 2 A 05E T 1 o 0
FH AR S BIRT A A7 IH Joof e A Il A R AT RE R it
TR WBERT G, FEX AT 2 00 B A8 PR BT T 1)t Y
HEATHIA

AICAUAE Xen REFUNLE PRS2 B STHL A A7t
TR 5 AN . Xen Y5 H 9 [ &I K220 AL
S EFFI NP R BT H T R Al
AR —FF, 78 Xen RGP A/ — AR
HRMPAZ, misiTe ez BRI 3t
FUME A G5, [F) IS 43 PO RN 48 BRIX S8 985, FRARAE
REFUML 2 0] R AH FL R S o IX AR T I AR R
JERR N RBERAE L (VMM). £ Xen REH,
VMM X F5 A4 5 BEFE 7 (Xen hypervisor), B¢ & #K 4
Xen, M R FAHL I Fx A fE PL I (Domain), & —4
Domain K %35 % P #:1E & 4i(guest OS), B Xen
i, PAm SOt R CPU I % YR . A%
BAERGWLLVEHR A SN XM R4
AR AR R E I TR) Py PRy Y. 21047, 2l Xen
U EE B AL S, fEAXZ 1) Domain W7 {E
R R A A B B LA R IR, X AN RRA
WK Domain 0, & HoAth B2 3= AL IR 457 B A 4%
il , Domain 0 (Dom 0), I HAth 3% #% &y Domain U
(Dom U). Xen [1] Domain $& 4 1 /& BRI FLE 1
) APLAh % )2, A8 Dom 0 44 L SE ()3 25 R Bl X (JiR
AR A YKE), native device driver), BES EHE VT W)
PR, E 07 Xen SR TAE APLACH,
AJ DL BRI ) o Ath Domain e AXSCHTHE H 1) R 0L
A A7 MR A I HE 42 (VMLD, virtualization mem-
ory leak detecting framework)SZHlL B 4 I~ K IhfE
BEDRAL R, W 5 fin .

1

1 Xen VMM |
Domt 1 1 DomU

Intercgpt I | %
Intercepter Ddal | [Maintain | <77

y . ql a Buffer : Captuer|Data
oad "Modlf i |
1 1

Bep?ae;tgscsted : : Monitor
A : Internal :
Monitorf Control : Buffer :
Controler : :
1 1
1 o 1

Be Monitored I Buffer within the 1 Monitor

Xen VMM
K5 3T Xen ‘P& VMLD R 4514

#1: hitp://xen.org/.

BAS 2 Xen EAUNLE FLES 2% (buffer within
Xen VMM) 4§ 15 Ht (maintain buffer) . 25 i 1% £
(controller) . #= AL Cinterceptor ) A M HiL 2 H
(monitor). 7ERZ A, HEMIEFE(be detected process)
RARZBE RN IEABATH — DR Wil
(controller) & H K= il gl Ml b FE, A4 M BEAE =3
TR A2 A ) B0 28 11 2 A28 (intercept) & % Fi7
Ly AT B AR A TS 2, AR A
T FURE AT Mo FEAES I I Xen FRAML (18 203 IR
G- WG HEA B B AL ) Xen W, S FFE— A0 BE
LB ) Xen REFUNLE LA HEY 5 — A W&
[X (internal buffer), HT-E1F & . WALES (monitor)
P B N A7 PR T A A0 2 T8 ok B R A%
EIEAGEMIX o ARG DA E 2 J5 N RS 00 7
BRI, w] LG 5y AN H B IX AN 2
X, WyEasEd Xen $&AEAEZH RS M Xen
(1) PN 8 9% et DX S ECHSC AR R 2 4 A 381 1) R
RAT R, ARG R St e atgs 1 P, Rk
AR fAE TORCLE S 8250 . Tl A E 6 M
IR 2 FH A 18 6 OGS A A A D ERAE IR Al 2
I RAFAT I

Monitor -SRI 24 0L A ek il [a]
AR Horb, BRI FH B interceptor 11 5742
it ZEZEIL interceptor 1504 T malloc 11 free R ERELA
LA, 1 F malloc Al free 7 #% 72 5 [ 1] monitor 1.
SN ] A i B O (il A9 e S
Vi 25 K IR A A7 20 [ B R TBOTR S Py N A7 T o 1R
S3] AR I e S i S S, AR SR L
Pt A S A HA R A IR, XA T4
DR, P malloc HUAH 4T E#:H] monitor
FPAHOC R, TSRS EU 7 AU A g S C
wE e e HEVIMIES. 2K 6 IR
T I malloc i}, #EA monitor I 11375
43 ZTRERDH

SRR ARG PEAL AT LASR R 2 35593 AUV S
PEREVIAL o HAT RO E (1) 22 A A 2 17
Re IEAAARSIN it i, PEREIRSS T HA
AR I R 40 5 AN S Y R G VR RE LA

ARSI R SEIAE L RIS R 58 HE: Intel HM61,
X% — A% i3 4b PSS (i3-2120 CPU), 3.3 GHz,
3 MB Cache, 2 GB N 1£. Xen4.1.2 fiiA, Linux W%
JitAs Fedora 16 Linux-3.1.0-7.fc16.1686.PAE, CentOS
6, FTHZERT GCC MIRA 4.4.6, SATA HATHES .



VAR

B RS, HE T RERNL A A BEAT I AR R R A R ©29 -

71B116C6| A1 FO63B271 MOV EAX,DWORD PTR DS:[71B263F0 1 ax eepooeen
71B116CB| 33C4 XOR EAX,ESP ECX 7536189F KERNELBA.
71B116CD| 898424 18010000 MOV DWORD PTR SS:[ESP+118],EAX |epx 777E7094 ntdll.KiF
718116D4| 8BeD 60738271 |MOV ECX,DWORD PTR DS: (71827360 |epx 6epcece
71B116DA| 8B15 64738271 |MOV EDX,DWORD PTR DS:[71B27364° [ksp ga3crase
71B116E0| 8B8424 20010000 |MOV EAX,DWORD PTR SS:[ESP+126] |epp ga36rosc
71B116E7| 56 PUSH ESI ESI 00000001
71B116E8| 8BB424 20610008 |MOV ESI,DWORD PTR SS:[ESP+120] | |EpT 09@F3378 beiZhuru.
71B116EF| 894C24 @C MOV DWORD PTR SS:[ESP+C],ECX
212112020 enan £973m771 lwny Ery rucen pTe nc.r71m073ge" 7| EIP 71811600 lamonito.

C @ ES @823 32bit O(F
P 1 (S ee1B 32bit O(F

ESP-0036F980

000F3008|00 00 00 o¢ |0036F983| 00162840

K 6 I malloc i, #EA Monitor Hf 13735t

FEVEA R, fEH R T VMLD. Purify!"!
X 2 NRFETFRS . W T SafeMen™H1 Purify 25 %
g8, EAVERRR AT A A — N AR R IR ARVE T
Yiielo Purify 2 —MEEAREER RS, EMH
T —F mark-and sweep 52 K% HE A 1) ) A7 I
ATVEAY, FERDEN T ORI PEFREH AT AN ME N AE
(g R, AT X R e S R 55 s R PR
RS AR ITAY, A — WAy, MAEsEpriatT
WEN—RAE A, Mg s T ) 258
F. A4 SafeMen L Purify HAGBLFHITERER, (1
WA ECC NAFIX MR P BR 2RI SCRE, B
WHTERZE . PrUAEE AT PERE PR I ik £ 5
Purify AHICIHEEL .

1 VMLD 75 3% 898 8 1)
e Sleak
e Aleak B
SR Suspected Leak
ProFTPD 57 27 5 3 11
Squid 79 31 7 2 13

ME 1T LUE 1, VMLD REAEIXFE 2 A
WA I A A7 MR PR 5 3R 6 e SERAT AR AR
BB A MR R 45 R Y Purify & — U1 . [RI,
ASCI S5 ] DAERER tEERR S0, O Re kw2
AL P AER R o AR AT T A R v b S
PR R DR il 0 1]

X VMLD RGN IBIZATIN S, HATELR)
R AE 104> maxLifeTime N 0] N BESE AT LA,
W 2 o, WHAUUER, VMLD REHER—1
maxLifeTime W8] 56 A B BT 55 TR AR FRIN R] - /D,
HATEIF IS AT R

VEREAE Xen MEAUFREE T 43513247 Squid 15 ProF TP
HWATIAR, WiiZ4T VMLD Kol R85 3 1817

VMLD (F#RPERER T LR . R LmbenchF "F
PR M T RIEATICAL, T VMLD RGN
SR 5 43 B 32 BRI T R G0 AR St £
AEGRIRI HIE SR, O T a0 A VMLD {E5EFR
BATI AR RGP, A Lmbench HIEFE T 5
ZR G AR G R FEAE MR SR AR AT 2 P o0 B B
351N VMLD Bl K i e 144 -

3 TN IR LE R . 2B HCT 4 1
IR RS H (null. open/close. read. write),
YE MR YE . 3 3 T LUEH, 7E Xen EE T
5 iEAT ProFTP 55 Squid — 2 AYIASE AN Z
AR, A EATDEEZ SN, HE VMLD #
G LS, Fo3 ok atiX 2 27, Y VMLD
BB Xen, [RIN A AT I RRUEAT B A TEN,
SEIERE LMbench I3 FRIAH N Eidis 2252 1) 8. 35 5%
Wi, EAEEATEREM S, K VMLD SEHif R4
WAFI HR SR, 1 SRR PR RE T4 .
F 2 1E 10 D maxLifeTime BT K, VMLD RFEEHES
—A maxLifeTime Bt 85T R & M EHE S BIALERRT 8] (BASL: )

Ve SEIRSY Aleak Sleak REE 1) P A7

s P25 AV 1 1 1 U T TR = 77 AN

ProFTPD 31 23 1.6 1.1
Squid 55 2.1 2.3 2.1

%3 LMbench EHNMIKLER (BAL: ps)

MR null Open/close read — write
Xen+ProFTPD 0.55 133 2.3 2.1
Xen+Squid 0.56 14.2 2.3 1.8
Xen+VMLD+ProFTPD 5.71 17.3 4.6 6.1
Xen+VMLD+Squid 6.13 22.1 4.3 6.1

REFUBLE BE &5 W45 N AF S N PERE T4 1222
V5T R B A FURE U R R GE AL X Xen
hypervisor & FHL&E N K22 P DX 4E47 LA S AT T) 46 12
WAL TEA . Horr,  RRAUBLM UL B 2
RIS IR KRR RETT RS . VI & ke 9k
IRZ ARSI, PUOAVIHA S S, ALFEEEA
T LA RS, T R EBAPRAE, ik
PG P DX R e A A AN W] A

5 SEFRiE

BiE = Hda b s, BIALTHSA

#2: http://Imbench.sourceforge.net/.
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B N AR, DRI R A B AR T AN fE
P AE ARSI N At IR 25 VMM (1 3 A7 8 By
KT T PRAR, R ) I ) AN AL BT AR
gt W BRI RGO A . A SCR AT EIAL
L RE UL LR i) A BLH], T sy N R s
TR REAUNDIRZS B A, 58 T A7l 10 ) v
W, ny AZE R A AR AR I B SEEL T Fh VMLD
JATUESE, SRR VERESC AT . AV RAT
B AR I RE D APERE . (H eh T REAUUBLAE 25 4
WAF LR ARG, REAUBLI DI 2 5 IR
REPERETTRY, DA PR e HAAT 545 T — B BU
TAEhRt et

S K
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